
Email impersonation fraud –  
reassurance for Lawcover  
insured lawyers
The recent email fraud incident identified by PEXA has caused a number of lawyers to contact Lawcover to understand 
their insurance coverage.

The email fraud referred to has been a risk for some time and is one about which Lawcover has repeatedly warned 
law practices to be aware. Our message remains the same irrespective of the method of funds transfer – be aware 
and prepared for the risks of email impersonation fraud and follow steps to protect yourself from becoming a victim 
or an unwitting participant in a fraudulent activity.

While individual matters will of course depend on the facts of the case and the terms and conditions of the relevant 
policy, the following should provide some reassurance about the extent of your insurance coverage as a Lawcover 
insured. 

It is important to note that:

�  Lawcover’s professional indemnity insurance (PII) policy covers third party losses arising from an alleged 
e-conveyancing error such as this example, where the lawyer is at fault. 

�  Lawcover’s group cyber risk policy1 is focused more on a law practice’s costs and expenses.

Claims by third parties (such as clients) arising from e-conveyancing work undertaken by a law practice in the 
provision of legal services will generally be covered under Lawcover’s PII policy (subject to its terms and conditions).  
The PII policy provides coverage of $2million (or more, if Top Up cover is also purchased). For further details on the 
policy wording please click here

The underwriting intent of the group cyber risk policy is to cover the law practice’s costs and expenses arising 
from a cyber event (as defined in the group cyber policy) and loss of business income directly arising from a cyber 
event, in addition to other types of cover.  Of significance is the emergency IT support provided under the policy, 
which enables firms without in-house IT resources to respond quickly to a cyber event, which is designed to protect 
the interests of both the law practice and its clients. There is some additional third party protection, but in most cases 
it will be the PII policy that responds to third party claims. Further information is available here

 

The following LSJ articles on email frauds and e-conveyancing may also assist:

Is your practice ready for e-conveyancing?

Emails: Danger, handle with care
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https://lawcover.com.au/wp-content/uploads/2018/04/2018-19-PII-Policy-Sample.pdf
http://lawcover.com.au/cyberriskinsurance/
https://lawcover.com.au/wp-content/uploads/2018/06/SHL_LSJ-June-2018-Final-copy.pdf
https://lawcover.com.au/wp-content/uploads/2018/05/SHL_LSJ-May-2018_Final-copy.pdf

