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PHISHING - HOW T0 SPOT A SUSPICIOUS MESSAGE

Look out for emails or text messages:

. Generically addressed (e.g. Dear valued customer...)

. Displaying a link that doesn’t match the underlying hyperlink
. Urgent/threatening action

. With unsolicited or irrelevant content with content that looks legitimate but
incorrect detail

~ Can be sent from an unknown sender
. Requesting sensitive company or personal information
. Requesting the upload or download of data

. Spelling or grammatical errors
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NAB'S TOP TIPS FOR CUSTOMERS

Keep Yowr
s\ystems secure

Turn on automatic
updates to ensure you
receive the latest
software patches.

Ensure anti-virus is
installed and working.

Install the latest
patches & programs

including Microsoft
Office and Adobe.

Uninstall unused
programs.
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FProtect Jowr
data

Make regular
backups of data and

store backups offsite.

Test these backups
regularly.

Be vigilant
with access

Use different

passwords for
different accounts.

All employees
should have their
own login
credentials;
accounts and
passwords should
not be shared.

Where possible, use
different computers
to create and
approve
transactions.

Don't click on
suspicious
messaqes

Be on the lookout
for suspicious
emails or text
messages that are
from unknown
senders, contain
links and/or poor
spelling and
grammatr.

Report suspicious
messages to
phish@nab.com.au
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AUSTRALIAN SIGNALS DIRECTORATE: ESSENTIAL 8
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— T0 PREVENT MALWARE TO LIMIT THE EXTENT OF
o RUNNING: INCIDENTS AND ENABLE
DATA RECOVERY:
1. Application Whitelisting 5. Restrict Admin Privileges
2. Patch Applications 6. Patch Operating Systems
3. Disable untrusted Microsoft Office 7. Two/Multi-factor Authentication

macros
8. Daily Backup of Important Data
4. User Application Hardening
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BUSINESS EMAIL COMPROMISE/PAYMENT SCAMS

BUSINESS EMAIL COMPROMISE

All businesses should have an agreed process to confirm new account details or changes to accounts internally and
externally, by calling the requestor.

The call should be made to a known or publicly listed number, as criminals may change the phone number on the request
as well as the account details.

Watch a short video on how to identify Invoice and CEO Scams here, and read our article.

PAYMENT SCAMS

Never accept payment for someone else's service.

Be wary of new customers offering to make purchases larger than normal and only wanting to communicate via email.

Be wary of learning about a major personal crisis, which can bring in an element of compassion.

Be wary of people who want to handle the merchant terminal themselves, and never leave it unattended with a customer.
Void or cancel transactions if it appears the customer is keying in details written down or on their phone.

An approval doesn’t confirm that the payment is genuine.

Always process refunds back onto the card which was originally presented, never for cash.

Share any red flags with your staff.

Read more about payment scams and how to protect your business in this article.
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nab.com.au/about-us/security/cyber-safety-tips-for-your-business
https://www.nab.com.au/about-us/security/business-safety-tips/avoid-email-scams
nab.com.au/about-us/security/cyber-safety-tips-for-your-business

NAB CONNECT'S SECURITY CONTROLS Astting an extra tayer of protection

1 Security tokens
Welcome to

2 Payment limits NAB CONNECT b

3 Segregation of Duties

4 Multiple Authorisers

5 Security Tokens

6 All users have a unique
log in and password
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REPORT IT

If you receive a suspicious email, text message or call which claims to be from NAB, report it to
phish@nab.com.au (or 047 NAB 0003 for text messages)

Please report cyber security incidents to: Australian Cyber Security Centre’s ReportCyber
cyber.gov.au

More info?

~ NAB Security Hub nab.com.au/security

_ Australian Signals Directorate asd.gov.au

., The Australian Cyber Security Centre cyber.gov.au
and Stay Smart Online

, ACCC Scamwatch Website scamwatch.gov.au

. ASIC’s Moneysmart Website moneysmart.gov.au

_ Australian Payment Network auspaynet.com.au E
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